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December 7, 2009 
 
 
       RE:   Zixmail Secure Electronic  
        Document Exchange 
 
 
Dear County Director of Social Services: 
 
The Division of Medical assistance has initiated a project to reduce the exchange of paper 
documentation. Whenever possible, secure electronic document exchange will be used. This 
will provide greater security and efficiency that we believe will benefit all of the agencies 
and providers involved in our processes, as well as the individuals served by NC Medicaid. 
 
Some documents will be delivered via email. In order to ensure that confidentiality is not 
compromised, DMA's procedures require that DMA staff use secure delivery for email 
messages that contain protected health information or other sensitive data such as social 
security numbers. DMA is currently using a service called ZixMail to send and receive 
secure email messages to comply with HIPPA guidelines. If your agency uses ZixMail then 
you are familiar with its operation and may continue to exchange ZixMail messages with 
DMA normally. If your agency does not subscribe to ZixMail, then you may use DMA's 
ZixMail secure email message center to receive and send secure email messages for DMA 
business. 
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The process for receiving a ZixMail through the message center is straightforward. Your 
staff member will receive an email notifying them that they have received a secure message 
with a link to the secure message center (please see below). 
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When they click on the link provided, they will see this:  
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If they have already created an account then they enter their password as indicated. If not, 
then they click on "click here" to create an account. If they are creating an account, they see 
this screen: 
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The user enters her email address and password to create an account. Once an account is 
created, then the user enters the secure message center. This is an internet email account like 
Yahoo Mail or Gmail, but it is secure. All messages received and sent are protected. The 
users may view the message and reply to DMA staff as needed: 
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There have been some questions about ZixMail: 
 

• Virus concerns: There is no danger of contracting a virus using the secure message 
center. This website is maintained with strict security standards. 

 
• Level of security: ZixCorp’s email encryption products satisfy the requirements in 

the Guidance Specifying the Technologies and Methodologies That Render Protected 
Health Information Unusable, Unreadable, or Indecipherable to Unauthorized 
Individuals issued by the Department of Health and Human Services on August 24, 
2009. This is a high standard of security. 

 
• Cost: There is no cost to use the secure email message center. If an agency wishes to 

contract with ZixMail for sending secure email messages to recipients other than 
DMA, then they should contact ZixCorp regarding this, and there is a cost. 

 
• Archiving: Email messages sent and received via the secure message center will not 

be archived in your regular email archiving process. If archiving is desired, then the 
emails may be saved to the user's computer or (preferably) secure server. Automated 
archiving with a "corporate key" for administrative access is possible if the agency 
subscribes to ZixMail directly.  

 
• Compatibility: Email systems should be set to allow ZixMail notification messages 

through. If this is done and users have access to the internet, then ZixMail should 
work on your system.  

 
• What if I forget my password? From the Secure Email Message Center you may 

click on "Forgot your password?" to receive the password reminder that you created. 
If this does not remind you, then you may click on "Change your password" on the 
same site to create a new password. 

 
• What do we do if we have other problems? The help website is available from the 

secure message center (including the login page) and here: 
http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm. ZixMail support is 
available via email: support@zixcorp.com 

 
Please note that Medicaid Eligibility Unit (MEU), Eligibility Information System (EIS), and 
Quality Assurance (QA) staff will begin using ZixMail to submit protected documents 
containing confidential recipient data.  Any information forwarded to county dss staff 
containing confidential recipient data such as Medicaid Identification Numbers, Case ID 
Numbers, etc. will be protected.  Responses to MEU, EIS, and QA staff must be returned 
using Zixmail protection.   
 
 

http://www.zixhelp.com/zixport/3.2/webhelp/portalhelp.htm
mailto:support@zixcorp.com
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If you have a question concerning a protected document from MEU or EIS, please contact 
your Medicaid Program Representative.  If you have a question concerning a protected 
document from QA, please contact the sender of the document.  Thank you for your attention 
to this matter. 
 
 
 

Sincerely, 
 
 
 
       Craigan L. Gray, MD, MBA, JD  

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


