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Sensitive Data Related to Electronic Data Submission Over Unsecured Channels  
Section V.K.2.a.  

Per HIPAA, the following individually identifiable data elements, when combined with health information about a person, 
makes the information sensitive:  

a. Name (first and last) 
b. Telephone numbers 
c. Fax numbers 
d. Email addresses 
e. Social Security Numbers 
f. Medical Record Numbers 
g. Health plan beneficiary identifiers 
h. License plate numbers 
i. URLs 
j. Full face photographic images 
k. Account numbers 
l. Medical device/serial numbers to include license plate number 
m. Biometric identifiers to include fingerprint 
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